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Caution

Before you start the implementation, make sure you have the latest version of this document. You
can find the latest version at the following location:Bevor Sie mit der Implementierung beginnen,
vergewissern Sie sich, dass Sie über die aktuelle Version dieses Dokuments verfügen. Die aktuelle
Version finden Sie an folgender Stelle: http://www.sdn.sap.com/nw-identitymanagement.
The following table provides an overview of the most important document changes.Die folgende
Tabelle enthält eine Übersicht der wichtigsten Änderungen des Dokuments.
Version

Date

Description

1.20

3/24/2011

n Small changes reflecting the changes in the STS user interface.
n The introductory sections are enhanced with more information.

1.10

1/10/2011

n Small changes reflecting the changes in the STS user interface.
n The section about the service user is removed.

1.0

12/6/2010

n Initial release.
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1 What is a Security Token Service

Security Token Service (STS) is a Web service that enables you to use Single Sign-on (SSO) in
heterogeneous company or multi-company networks. STS acts as a token broker. Inside a company
network, STS issues tokens needed for the communication between consumer and provider
applications (application-to-application scenario). In a multi-company network, multiple STS
services enable consumer applications to access resources from provider applications in different
companies (business-to-business scenario).
A security token provides identity information about users on a Web service consumer application that
need to access resources on a Web service provider (SP) application. If the SP trusts the STS that issued
the token, it allows or denies access to its resources on that basis. The Web service provider does not
necessarily need to trust the Web service consumer directly. Once identified and logged at the STS, a
user can access resources from different applications that have a trust understanding with the STS.
The STS is defined by the WS-Trust 1.3 specification, an extension of the WS-Security specification of
the Organization for the Advancement of Structured Information Standards (OASIS). the STS also
supports metadata exchange (MEX).
The figure below illustrates a Web service consumer requesting a security token from an STS. In this
example, the STS issues a SAML token to the consumer. The consumer packs the token along with a
request for the Web service provider in a SOAP envelope and sends it. The Web service provider then
accepts or rejects the request based on the content of the security token.
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Figure 1:

Participants in Token Brokering

1.1 STS in Business-to-Business Scenarios
In a business-to-business scenario, two or more companies want to provide Web services to each
other. In this case, an STS is needed in each company to issue security tokens for the applications
inside the company. The different STS services in this scenario are in mutual trust. When a Web
service consumer needs to access resources from a Web service provider in another company, the
consumer’s company STS contacts the provider’s company STS to issue the required security token.
Finally, the Web service consumer receives the token from its company STS, and sends it to the
Web service provider.
The security token service (STS) enables you broker security tokens for other STS, provided there
is a trust relationship between the two services. This constellation is useful when two different
organizations want to provide Web services to each other.
n Simplified trust management
Instead of configuring trust between each Web service provider and each Web service consumer,
providers only needs to trust their respective STS. The two IT organizations only need to configure
a single trust relationship between their organizations
n STS of the Web service provider knows nothing of the credentials used to identify the user at the
STS of the Web service consumer
This provides a degree of anonymity to the user and keeps user management in the domain of
the separate organizations.

6/40

PUBLIC

03/24/2011

1
1.1

What is a Security Token Service
STS in Business-to-Business Scenarios

The figure below illustrates two companies, A and B, where only the two STS systems share trust
across the organizational boundary.
Figure 2:

Trust Relationships in a B2B Scenario

The figure below shows how a Web service consumer first requests a token from the STS within its
own company, then uses that token to request a token from company B. Once the consumer has
the token from the STS of company B, the consumer sends the request to the Web service provider
and receives a response.
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Figure 3:
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2 Before Starting

Review the following before you install and configure the security token service for SAP NetWeaver
Application Server (AS) Java.

2.1 System Requirements
n The host SAP NetWeaver Application Server (AS) Java must be of release AS Java 7.2 SPS 4.
n You must have SAP NetWeaver Identity Management (SAP NetWeaver IDM) 7.2.
For more information about licensing SAP products, consult your key account manager.

2.2 Authorizations
To work with the administration and configuration user interfaces of the security token service, you
must log on with a user that has the required authorizations. The following table lists the user
management engine (UME) actions required for the security token service user interfaces.
UME Actions for the Security Token Service User Interfaces

Default Role
Assignments

Service/Application

Name

Description

tc~sec~wstrust~sts~

modifySTS

Provides read-write access n
to the STS and Key Storage n
Web Dynpro applications.

runtime

tc~sec~wstrust~sts~
runtime

readSTS

Provides read-only access
to the STS and Key Storage
Web Dynpro applications.

Administrator
STS_MODIFY

STS_READONLY

The security token service implementation includes the roles listed in the table below with the AS Java.
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UME Roles for STS Configuration

Name

Assigned Actions

Description

STS_READONLY

readSTS

Provides read-only access to the
STS and Key Storage Web Dynpro
applications.

STS_MODIFY

modifySTS

Provides read-write access to the
STS and Key Storage Web Dynpro
applications.

Note

Do not consider the access, which these roles and actions grant to the Key Storage application, sufficient
for general usage of that application, but enough for the administration of your STS configuration.

2.3 Limitations of the Security Token Service
STS is defined by the WS-Trust 1.3 specification, an extension of the WS-Security specification of
the Organization for the Advancement of Structured Information Standards (OASIS). the STS also
supports metadata exchange (MEX).
Supported Security Token Types

n X.509
n SAML 1.1
n SAML 2.0

2.4 Keys and Keystores
When you configure your STS for the first time, it automatically creates a set of keys and keystore
views that it will need for operating. The following table lists these default keystores. You are not
obliged to use them and can change them.
For more information, see documentation for the keystore manager of the AS Java.
Keystore

Default Name

Description

Trusted CAs

TrustedCAs

This keystore exists already by
default. This keystore contains
the signing certificate of certificate
authorities (CA) trusted by the
STS.
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Keystore

Default Name

Description

Local Provider

STS

This keystore contains the signing
certificate for the STS.

X.509 Tokens

STS

This keystore contains the signing
certificate for when the STS
operates as a CA for X.509 security
tokens.
For the signing certificate, import
a certificate with the following
properties:
n Support the following key
usages:
l Digital signature
l Non repudiation
l Key encipherment
l Data encipherment
l Verification of signatures on
public-key certificates
l Verification of signatures on
CRLs
n Subject acts as CA

Issued Certificates

STS_Issued_Certificates

Contains certificates issued by the
STS when acting as a CA and the
option Store Certificate is enabled.
For more information, see
Configuring Security Tokens [page ].

Revoked Certificates

STS_Revoked_Certificates

Contains certificates revoked by the
STS when the option Store Certificate
is enabled.
For more information, see
Configuring Security Tokens [page ].

SAML Tokens

STS

Contains the signing and
encryption key pairs for SAML
assertions issued by the STS.
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3 Adding a Security Token Service to
Your Network

This section includes an outline of the procedures required to download and configure the security
token service for SAP NetWeaver Application Server (AS) Java.

3.1 Downloading and Installing the Federation Software
This archive includes the identity provider and the security token service software.
For more information about the identity provider, see SAP NetWeaver Identity Management Identity Provider
Implementation Guide.
Procedure

1. Go to the SAP Software Distribution Center at https://service.sap.com/swdc .
2. In the navigation pane, choose Download Support Packages and Patches Support Packages and Patches Entry by Application Group .
3. Choose SAP NetWeaver and complementary products SAP NW IDENTITY MANAGEMENT SAP NW
IDENTITY MANAGEMENT 7.2 NW IDM FEDERATION 7.2 .
4. Download and unzip the software component archive (SCA) IDMFEDERATION<release>.sca.
5. Deploy the SCA to the AS Java.
Use the Deployment Job view of SAP NetWeaver Developer Studio.

3.2 Configuring the Security Token Service
This procedure provides an overview of the steps to configure SAP NetWeaver Application Server
(AS) Java as a security token service (STS). As an STS, the AS Java enables you to off-load the
authentication of users from Web service providers. The STS enables you to federate identities across
domains for Single Sign-On (SSO).
Prerequisites

n There is a Web service provider and Web service consumer in your network.
The Web service provider and Web service consumer can be in the same local area network or
in another domain.
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n The Web services in your network are configured to use STS.
For more information about configuring SAP Web services, see the Single Sign-On for Web Services
section from the SAP NetWeaver documentation at the SAP Help Portal.
Procedure

1. Enable the security token service.
For more information, see Enabling the Security Token Service [page 14].
2. Determine which authentication mechanisms the security token service accepts for Web services.
For more information, see Selecting Authentication Types for Web Services [page 15].
3. Configure the STS for X.509 tokens or SAML tokens.
For more information, see Configuring Issued Security Tokens [page 17]
4. Configure an application service provider to trust the STS.
An ideal way to do this is to download the metadata of the STS and import it into the application
service provider (ASP) of the Web service provider.
For more information about accessing the metadata of the STS, see Accessing the Metadata XML of the
Security Token Service [page 33].
For more information about trusting the STS with an application service provider, refer to
documentation of your Web service provider.
5. Trust an application service provider.
For more information, see Trusting Application Service Providers [page 18].
6. Ensure that the required identities are available on all the required systems.
Recommendation

Use SAP NetWeaver Identity Management Identity Center to manage users and user attributes
across system landscapes.
7. Make any optional configurations.
For more information, see Optional Configurations [page 27].

3.3 Enabling the Security Token Service
Use this procedure to enable the security token service (STS). This procedure only covers the first
steps for preparing your SAP NetWeaver Application Server (AS) Java to operate as an STS.
Prerequisites

You have downloaded and installed the federation software.
For more information, see Downloading and Installing the Federation Software [page 13].
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Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg.

2. Click the Local Provider link.
3. Choose the Enable pushbutton.

3.4 Selecting Authentication Types for Web Services
With this configuration, you determine the types of authentication the security token service (STS)
accepts. This information is exported in the metadata XML file. Web service providers can then
choose which of the methods the Web service consumer uses to authenticate at the STS based on the
endpoint.
Prerequisites

You have configured SAP NetWeaver Application Server (AS) Java to support the authentication
methods you require.
Example

To support the SAP Logon or Assertion Ticket authentication type, you must configure the AS Java to
accept logon tickets.
For more information, see documentation for authentication and Single Sign-On (SSO) for the
AS Java.
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Local Provider link.
3. Choose the Edit pushbutton.
4. Under Authentication Types, select the authentication types you want to support.
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Recommendation

We recommend that you select an authentication method that enables you to take advantage
of SSO technologies, such as SAML and Simple and Protected GSSAPI Negotiation Mechanism
(SPNego). To interface with older SAP systems that do not support SAML, use logon or SAP
assertion tickets. X.509 is also an SSO technology, but it requires a significant investment to
configure and maintain the infrastructure. For user ID and password authentication, you are not
taking advantage of SSO technologies, though it can be easier to configure. Before you use user
ID and password authentication, you should ask yourself if you really need an STS.
Authentication Methods Supported by the STS

Authentication Method

Endpoint

Description

SAML 2.0
For B2B scenarios, where another
STS authenticates the user
and issues a SAML 2.0 token.
Uses holder-of-key subject
confirmation.

../SAML2S

SAML 2 symmetric over secure
sockets layer (SSL)

../SAML2A

SAML 2 asymmetric over SSL

SAML 1.1
Consumer issues SAML 1.1 token.
Uses sender-vouches subject
confirmation.

../SAML

SAML 1.1 token

../SAML1

SAML 1.1 token over SSL

X.509 Client Certificate

../X509

X.509 message authentication
certificate

../X5091

X.509 message authentication
certificate over SSL

../X5092

X.509 transport authentication
certificate over SSL.
Also known as X.509 client
certificate authentication.

../UT

User name token over SSL. User
name token is in the SOAP header

../BASIC

Basic authentication over SSL.
User ID and password is in the
HTTP header.

SAP Logon or Assertion Ticket

../SSO

Single Sign-On with logon or
assertion ticket over SSL

SPNego

../SPNEGO

SPNego authentication over SSL

User ID and Password

5. Save your entries.
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3.5 Configuring Issued Security Tokens
STS supports X.509 and SAML token types. Whether the STS issues a SAML 1.1 or SAML 2.0 token
depends on the SAML version supported by the trusted provider. The STS issues the proper token
when required.
Use this procedure to select the keystore view and key pairs for the security tokens and any other
required configurations.
SAML Tokens

1. Start the STS configuration application using the following link:
protocol>://<host>:<port>/cfg/sts

2.
3.
4.
5.

Click the Local Provider link.
Choose the Edit pushbutton.
Enter the Issued SAML 1.1/2.0 Tokens tab.
Configure the SAML tokens as required. For more information, see Token Properties.

X.509 Tokens

1. Start the STS configuration application using the following link:
protocol>://<host>:<port>/cfg/sts

2.
3.
4.
5.

Click the Local Provider link.
Choose the Edit pushbutton.
Enter the Certificate Authority (Issued X.509 Tokens) tab.
Configure the X.509 tokens as required. For more information, see Token Properties.

Token Properties
Property

Description

Signing Keypair

The key pair signing the issued token on behalf of the
STS. To change the keypair, choose Browse, and select a
different one from the keystore view.
Recommendation

The X.509 signing key pair has much stricter
requirements than that of the signing key pair fir
SAML security tokens. You can use a key pair that
fulfils the requirements for X.509 security tokens
SAML security tokens, but not the other way round.
We recommend that you use separate key pairs for
the security token types.
Encryption Keypair

03/24/2011

The key pair encrypting the issued token. To change
the keypair, choose Browse, and select a different one
from the keystore view.
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Property

Description

Valid Not Before

Defines how many minutes before the token was
issued by the STS it becomes valid. For more
information, see Configuring the Validity Period for
Security Tokens.

Valid Not After

Defines how many minutes after the token was issued
by the STS it becomes valid. For more information, see
Configuring the Validity Period for Security Tokens.

Proof of Possession

Select this option to require a Web service consumer
to prove it possesses the public key it presents. The
requestor does this by signing the request with the key
material that it contributes to the shared key. The
STS rejects security tokens without this proof.

Store Issued Certificate

If checked, the STS stores the X.509 certificate it issues
in the key store view.
Caution

This option generates significant overload. You can
use the Clear Content buttons to empty the relevant
key store views of certificates.
With this option, make sure you also configure
the right key store views for issued and revoked
certificates.
Enable Certificate Revocation Lists

Use this option to enable STS to use a certificate
revocation list (CRL) for verifying the revocation
status of certificates. A certificate becomes revoked if
it is no longer trusted even though it is still valid (not
expired).
In Update of Certificate Revocation List, specify the validity
period for the CRL distributed by the Certification
Authority. This validity period is embedded in the
CRL itself. After the period expires, the CRL must be
updated from the location specified in Distribution Points
for Certificate Revocation Lists.

3.6 Trusting Application Service Providers
Trusting Web service providers is a two-step process. First, add a Web service provider to the list
of trusted application service providers. This involves exchanging of public keys for encryption
and digital signatures and the identification of the endpoints. Second, configure federation for the
provider. The federation configuration designates the identity information that the Web service
provider requires.

18/40

PUBLIC

03/24/2011

3
3.6

Adding a Security Token Service to Your Network
Trusting Application Service Providers

3.6.1 Adding Application Service Providers
The security token service (STS) provides identity information to Web service providers, for Web
services the Web service providers protect. An STS can only do this for Web service providers in its
list of trusted application service providers. Use this procedure to add a Web service provider to
the list of trusted application service providers.
Prerequisites

n You have configured a Web service provider in your network.
n If you intend to add the Web service provider manually (without using a metadata XML file), you
have imported the public-key certificates of the provider for encryption and digital signature of
Web services messages. Import these certificates into the local provider keystore view of the STS.
n If you intend to add the Web service provider from a metadata file, you have a means of accessing
the metadata of the provider from a secure source. We assume that you received the file from a
trustworthy source. The STS accepts the metadata. However, if the metadata is signed by the
Web service provider, the STS checks that the issuer of the certificate of the signer is trusted by
the AS Java. Either the signing certificate or the CA certificate that was used to sign the provider’s
signing certificate is in the trusted CAs keystore view of the sTS. If the AS Java does not trust the
issuer, the STS rejects the metadata.
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Trusted Providers link.
3. From the list of trusted providers, show the application service providers.
4. Choose the Add pushbutton and choose one of the following:
n Manually
n Uploading Metadata File
Provide the path to the metadata XML file of the service provider.
5. Choose the Finish pushbutton.

3.6.2 Configuring Identity Federation
The security token service (STS) issues a security token for a user with a name ID in a particular name
ID format. The STS uses this name ID as the subject of the SAML or CN of the X.509 token. If the
Web service consumer does not or cannot specify a name ID format, the STS uses a default name ID
format for a particular trusted Web service provider. The Web service provider must be configured to
accept that name ID format and map the subject to a particular user. Some name ID formats enable
the STS to include SAML attributes.
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Prerequisites

You have trusted a Web service provider.
For more information, see Adding Application Service Providers [page 19].
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2.
3.
4.
5.
6.

Click the Trusted Providers link.
From the list of trusted providers, show the application service providers.
Select an application service provider and choose the Edit pushbutton.
On the Identity Federation tab, choose the Add pushbutton.
Choose a name ID format and source.
If the source is a user attribute, some name ID formats enable you to configure it. To make this
attribute viewable in identity management, add it as a custom attribute.
The Web service consumer requests a token from the trusted STS. After the STS authenticates
the user, the STS uses the source to determine where it finds the name ID to put in the Request
Security Token Response RSTR). The Web service provider then uses the name ID to identify the
user.
n SAML
SAML support for name ID formats depends on the SAML version. See the table below.
Name ID Formats for SAML

Name ID Format

SAML Versions

Source

Description

E-mail

SAML 1.1
SAML 2.0

User attribute

Provides the e-mail
address of the
authenticated user

Persistent

SAML 2.0

User attribute

Provides the persistent
name ID of the
authenticated user
from a configurable
user attribute.
Note

The Persistent name
ID format allows for
SAML attributes.
For more information,
see Configuring Identity
Federation with Persistent
Pseudonyms [page 22].
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Name ID Format

SAML Versions

Source

Description

Transient

SAML 2.0

Generated

The STS generates a
name ID and adds a
number of attributes
from the user profile
as SAML attributes in
the RSTR. The Web
service provider then
creates or selects an
appropriate user based
on the attributes sent.
For more information,
see Configuring Identity
Federation with Transient
Users [page 23].

Unspecified

SAML 1.1
SAML 2.0

Logon ID

Provides the logon ID of
the authenticated user

Logon alias

Provides the logon alias
of the authenticated
user

User attribute

Provides the value
from a configurable
user attribute of the
authenticated user

n X.509
Though X.509 technically supports all name ID formats, only the Unspecified and E-mail
name ID formats are practical. Most Web service providers would not know how to interpret a
transient or persistent name ID in the CN. The STS cannot add attributes to an X.509 token in
the same way the STS can for SAML tokens.
7. Save your entries.
8. Configure the Web service provider to use the same name ID format.
For more information about configuring a Web service provider, see the documentation supplied
by the Web service provider vendor.
Example

Donna Moore has configured her Web service provider to require the E-mail name ID format. A
trusted STS sends her service provider an RSTR with Laurent.Becker@example.com as the subject.
The Web service provider searches for a user with that value as an e-mail address. If the result is a
single user, logon succeeds.
Laurent Becker has a different user ID on the Web service provider and the STS, but his e-mail address
is the same in both systems. A simple mapping would be to have the STS use the E-mail name
ID format, too.
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Imagine that the STS uses the e-mail address for the user ID and does not use an attribute for e-mail.
Then the STS would use the Unspecified name ID format to return the user ID. Donna must
reconfigure her Web service provider to match. If the STS cannot support the E-mail name ID
format, Donna must configure the Web service provider to support the Unspecified name ID format
and select the e-mail user attribute as the source.

3.6.3 Configuring Identity Federation with Persistent
Pseudonyms
The persistent name ID format enables the security token service (STS) to use a name ID that is
opaque to the user. That is, the name ID can be a random string of characters that does not betray
anything about the user to which it refers. The name ID format enables the STS to include SAML
attributes in SAML tokens, but not in X.509 tokens.
Use this name ID format if you require that Web service message traffic reveal as little as possible
about the authenticating user.
Prerequisites

n You have trusted a service provider.
For more information, see Adding Service Providers [page ].
n You have provisioned the persistent name IDs of the users to the STS and the target Web service
providers out-of-band.
Unlike with SAML 2.0 Web access, you cannot provision persistent name IDs while logging on to
the target provider. You must ensure that the users on the STS and the Web service providers have
matching persistent name IDs before making Web service calls.
n You have determined if the application service provider requires SAML attributes.
As of the current release, there is no reason to provide SAML attributes to an application service
provider from SAP.
If the application service provider uses SAML 2 attributes and values sent by the STS, you must
negotiate with the administrator of the application service provider to determine the following:
l What data the application service provider requires.
l How to name the SAML 2 attributes carrying the data.
You configure the STS to supply these attributes while configuring identity federation with
persistent pseudonyms.
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Trusted Providers link.
3. From the list of trusted providers, show the application service providers.
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4. Select an application service provider and choose the Edit pushbutton.
5. On the Identity Federation tab, choose the Add pushbutton.
6. Enter the name ID format Persistent.
7. Configure the user attribute.
8. Create mappings for SAML attributes as required.
9. Save your entries.
10. Configure the application service provider to accept the persistent name ID format and any
attributes required by your configuration.
For more information about configuring an application service provider, see the documentation
supplied by the vendor of the application service provider.

3.6.4 Configuring Identity Federation with Transient Users
Identity federation by transient pseudonym identifiers enables application service providers (ASP)
to provide authenticated users with access to their systems, but the ASPs do not need to know
specific details about those users. You negotiate with the administrators of ASPs to determine what
kind of SAML 2 attributes they require. They determine how these attributes are mapped to user
attributes, groups, and roles in their systems, while you handle the management of the users and their
authentication. By managing SAML 2 attributes on your system, you can determine what access the
users have on application service providers, without intervention by the administrators of the ASPs.
Recommendation

Although technically possible, we do not recommend using this name ID format with X.509 tokens.
Prerequisites

You have trusted an ASP.
For more information, see Adding Application Service Providers [page 19].
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2.
3.
4.
5.
6.
7.

Click the Trusted Providers link.
From the list of trusted providers, show the application service providers.
Select an application service provider and choose the Edit pushbutton.
On the Identity Federation tab, choose the Add pushbutton.
Enter the name ID format Transient.
Create a mapping between the SAML 2 attributes and UME attributes to send with the SAML
assertion to the application service provider.
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You negotiate with the administrator of the application service provider, which data goes into the
SAML 2 attributes and how you name the attributes. The application service provider interprets
the SAML 2 attributes to determine what attributes the transient user has on the application
service provider. The SAML 2 attributes can refer to user profile, role membership, and group
membership. How the application service provider interprets these attributes is dependent on the
configuration and implementation of the application service provider.
For more information, see the documentation supplied by the vendor of the application service
provider.
8. Save your entries.
9. Configure the application service provider to accept the transient name ID format and map the
SAML 2 attributes to transient users.
For more information about configuring an application service provider, see the documentation
supplied by the vendor of the application service provider.
Example

Donna Moore wants to provide access to a Web service from an external company, Example Co. The
Web service of the Example Co. supports SAML 2.0 security tokens and does not want to manage any
users from its customers. Instead it requires that its customers provide a transient name ID and an
SAML attribute ExCoGrp with one of three values: ExCoGold, ExCoSilver, and ExCoPlatinum.
Donna assigns all STS users to one of three groups: ExCoGold, ExCoSilver, and ExCoPlatinum. When
configuring the transient name ID format on the STS for the trusted ASP from Example Co., she
adds a rule for authorization attributes. If the user is a member of ExCoGold, the STS includes a
SAML 2 attribute ExCoGrp with the value ExCoGold in the SAML token. She makes similar rules for
ExCoSilver and ExCoPlatinum group members.
When the ASP from Example Co. receives a security token from Donna’s STS, it receives a transient
ID and a service level in the form of the specified group name in the SAML attribute and can provide
an appropriate response. The administrators of Example Co. do not need to know anything else
about Donna’s users.
If Example Co. offers many Web service providers, Example Co, can ease the configuration of trust by
deploying its own STS. Donna then just needs to configure trust once between her STS and the STS
of Example Co, and not with each individual Web service provider.

3.6.5 Configuring Token Types for Trusted Providers
The security token service (STS) must know what security token types a Web service provider accepts.
The STS then only issues tokens of the type that the Web service provider can use. If the Web service
consumer does not state in the Request Security Token (RST) request, what kind of token to issue,
then the STS sends the default token type. This configuration defines the supported token type, the
default token type, and any other configuration options.
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By default the STS supports the following token types:
n SAML 2.0
n SAML 1.1
n X.509
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2.
3.
4.
5.

Click the Trusted Providers link.
From the list of trusted providers, show the application service providers.
Select an application service provider and choose the Edit pushbutton.
On the Signature and Encryption tab, configure the supported token types as required.
n Add or remove the token types required by your Web service provider.
n Select one of the token types as the default token type.
This is the token type the STS sends if the Web service consumer does not specify a token
type in the RST request.
n Select a default algorithm suite to use for each token type.
This is the algorithm used if the Web service consumer does not specify one in the RST request.
n Select a default certificate representation to use for each token type.
This is the representation used if the Web service consumer does not specify one in the RST
request.
n Set any additional options.
Configuration Options for SAML Security Tokens

Option

Description

Symmetric Key Algorithm

Defines the source of the material for generation
of the symmetric key. Choose one of the following
values:
l Consumer and Provider
l Consumer
l Provider

Sign Assertion

The STS signs the SAML assertion. Do this only
where it makes sense. If the STS signs higher
elements, you do not necessarily need to sign the
SAML assertion.

Encrypt Assertion

The STS encrypts the SAML assertion. Do this
only where it makes sense. If the STS encrypts
higher elements, you do not necessarily need to
encrypt the SAML assertion.
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Option

Description

Digital Signature

The certificate can be used to create digital
signatures, with the exception of non-repudiation,
certificate signing, and CRL signing.

Key Encryption

The certificate can be used to encrypt keys.

Data Encryption

The certificate can be used to encrypt data.

Key Certificate Signature

The certificate can be used to sign other
certificates. This is a function of a CA certificate
and not recommended.

Certificate Revocation List Signature

The certificate can be used to sign certificate
revocation lists. This is a function of a CA
certificate and not recommended.

Key Agreement

The certificate can be used to derive the public key
without encryption.

6. Save your entries.
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This section describes configuration options you can use to optimize or improve the operation of the
security token service (STS).

4.1 Configuring the Metadata
Providers can trust a security token service (STS) of SAP NetWeaver Application Server (AS) Java by
accessing the metadata XML file. You can determine if the file should be signed digitally.
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Local Provider link.
3. Choose the Edit pushbutton.
4. Determine if you want the metadata digitally signed.
Many providers require metadata XML files to be signed digitally to guarantee that the file is
genuine. Add a digital signature to ensure that other providers can verify that the metadata
XML file came from your STS.
To have the provider sign the metadata, select the Sign Metadata checkbox.
5. Save your entries.
More Information

Accessing the Metadata XML of the Security Token Service [page 33]

4.2 Configuring the Validity Period for Security Tokens
To secure you Web service provider, limit the validity period of security tokens that the Web service
provider receives. However, delays in computer networks and skewed clocks can cause otherwise
valid messages to become invalid. Use this procedure to configure how much time before and after
the instant the security token service created the security token that the Web service provider can
accept it. The time of token creation is recorded in the message in the IssueInstant attribute.
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Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Local Provider link.
3. Choose the Edit pushbutton.
4. Under Valid Not Before and Valid Not After, configure the validity period for security tokens by
entering how many minutes before and after a message was issued that it becomes invalid.
Note

The default validity period is 0 minutes before and no more than 15 minutes after the message
was created.
5. Save your entries.

4.3 Configuring Certificate Revocation Lists
The security token service (STS) can produce a certificate revocation list (CRL). The CRL lists the
certificates for X.509 security tokens revoked before their validity has expired. The STS signs the CRL
with signing key pair of the STS certificate authority to ensure the integrity of the CRL. The STS
makes this CRL available at distribution points on the CRL host. The CRL enables other services to
determine the revocation status of an X.509 security token issued by the STS by accessing the CRL
and seeing if the certificate appears in the list.
Prerequisites

You have configured the STS to issue X.509 security tokens.
For more information, see Configuring Security Tokens [page ].
Procedure

1. In your Web browser, open the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2.
3.
4.
5.
6.

Click the Local Provider link.
Choose the Edit pushbutton.
Enter the Certificate Authority (Issued X.509 Tokens) tab.
Mark the Enable Certificate Revocation List option.
Configure the frequency that you want to update CRL.
The Update of Certificate Revocation List field determines the time of the next update; the longest
amount of time the STS waits before reissuing the CRL.
Current Time + Update in n Days = Update Time
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n If the STS accepts a revocation request before the update period has passed, the STS generates a
new CRL including the change in the request, and calculates the next update time based on the
value of the Update Certificate Revocation List field.
n If the STS does not receive a revocation request, the STS waits until the update time is reached.
Then the STS generates a new version of the CRL and calculates the next update time based on
the value of the Update of Certificate Revocation List field.
7. Under Distribution Points for Certificate Revocation List, add any URLs for CRL distribution points.
The URL must include the domain name of the STS host AS Java from the point-of-view of the
accessing system. Use the following syntax:
<protocol>://<hostname>:<port>/sts/modules/x509ca?crl

More Information

Revoking X.509 Security Tokens [page 35]

4.4 Configuring the Security Token Service in a B2B Scenario
This procedure provides an overview of the steps to configure the security token service (STS) in a
business-to-business (B2B) scenario. In this scenario there is an asserting STS and a relying STS. The
asserting STS issues the initial security token for the Web service consumer. The relying STS accepts
the security token issued from the asserting STS, which the relying STS trusts. The relying STS then
issues a security token for the Web service provider. Because the Web service provider trusts the
relying STS, the provider accepts the token. The figure below illustrates these relationships.
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Figure 4:

Participants in a B2B Scenario

Procedure

This procedure assumes you are using the security token service for SAP NetWeaver Identity
Management. Adjust this procedure for security token services from other vendors.
1. Determine which authentication mechanisms Web service provider requires of the asserting STS.
2. Configure the asserting STS for X.509 tokens or SAML tokens.
3. Configure the asserting STS to trust the relying STS as an application service provider, including
the name ID format.
4. Configure the relying STS to accept the authentication mechanisms required to accept the tokens
issued by the asserting STS.
n For SAML tokens, configure SAML 1.1 or SAML 2.0 as required.
n For X.509 tokens, configure X.509 Client Certificate.
5. Configure the relying STS for X.509 tokens or SAML tokens.
6. Configure the relying STS to trust the asserting STS as a security token service.
7. Configure an application service provider to trust the relying STS.
8. Configure the relying STS to trust the application service provider.
9. Ensure that the required identities are available on all the required systems.
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Recommendation

This scenario is ideal for the transient name ID format. Configure the asserting STS to issue a
token with the transient name ID format and any required attributes. The relying STS can accept
the transient name ID and attributes and issues a new token with a new transient name ID and
the attributes sent by the asserting STS. This reduces the identities required are different systems.

4.5 Disabling the Security Token Service
Use this procedure when you no longer need SAP NetWeaver Application Server (AS) Java to perform
as a security token service (STS).
Prerequisites

You have ensured that all Web services have an alternative authentication mechanism.
Procedure

1. Start the STS configuration application.
<protocol>://<hostname>:<port>/sts/cfg

2. Click the Local Provider link.
3. Disable or delete the configuration.
n To disable the configuration, choose the Disable pushbutton.
The AS Java saves the STS configuration. You can re-enable the STS at any time.
n To delete the configuration, choose the Delete Configuration pushbutton.
The AS Java deletes the STS configuration.
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This section describes activities you can perform with the security token service (STS) to monitor
performance, troubleshoot, revoke certificates, direct user agents with URL parameters, and access
the metadata of the STS.

5.1 Accessing the Metadata XML of the Security Token
Service
The easiest way to trust a security token service (STS) is to import its metadata XML file. The
metadata XML file includes the following:
n Address and name of the STS
n List of endpoint configurations the STS supports
n Public-key certificates for decryption and checking of the STS’s digital signature
This procedure explains how to access the metadata XML file of the STS of the SAP NetWeaver
Application Server (AS) Java.
Prerequisites

n You have selected the authentication mechanisms you want to support. Any endpoints you
configure later require you to manually reconfigure your service provider or reimport the
metadata XML file.
n You have configured the metadata XML file and access.
The configuration of the XML file determines whether or not the metadata file is signed digitally.
For more information, see Configuring the Metadata [page 27].
Caution

The hostname and protocol generated for the STS endpoints in the metadata XML file are the same
as the hostname and protocol you use to access the metadata XML file. Use the same hostname and
protocol you expect the Web service consumer to use, when it accesses the STS endpoints. If you
use a hostname that the Web service consumer cannot resolve, or a protocol that the Web service
consumer cannot use, connections from the consumer fail.
Procedure

1. Start the STS configuration application with the quick link/sts/cfg.
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2. Click the Local Provider link.
3. Choose the Download Metadata pushbutton.
4. Determine the metadata to download.
n To configure another STS to trust this STS, select the As Application Service Provider (ASP)
checkbox.
n To configure an ASP to trust this STS, select the As Security Token Service (STS) checkbox.
Optionally, you can include the metadata for the MEX URLs by selecting the Include Metadata
Exchange URL (MEX) checkbox.
5. Click the Download Metadata link and save the XML file.

5.2 Auditing and Performance Monitoring
The security token service (STS) uses the audit logs and performance traces of the host SAP
NetWeaver Application Server (AS) Java to record audit and performance information.
Audit Information

The STS uses the log viewer of the AS Java under the /System/Security/Audit/wstrust/STS
category.
The STS records the following information:
n
n
n
n

Issued tokens
Request source
Certificates revoked
Trusted application service provider resolved for an endpoint

Performance Information

The STS does not currently support any performance traces.

5.3 Troubleshooting the Security Token Service
Use the security troubleshooting wizard to gather traces relating to authentication problems with
security token service (STS)
1.
2.
3.
4.
5.
6.

Start SAP NetWeaver Administrator.
Choose Troubleshooting Logs and Traces Security Troubleshooting Wizard .
Enter WebServices Security as the incident type for diagnostics.
Choose the Start Diagnostics pushbutton.
Reproduce the problem.
Choose the Stop Diagnostics pushbutton.
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7. Review the traces.
Try collecting traces on the Web service consumer and provider as well, in case that is the source
of the problem.

5.4 Revoking X.509 Security Tokens
Revoke X.509 security tokens when the security of the token is compromised or the subject of the
certificate no longer exists and the token has not expired yet. The security token service (STS) cannot
validate or renew the token once revoked. The STS also maintains a certificate revocation list (CRL)
published at a distribution point, which other certificate revocation services can use to determine the
revocation status of the certificate.
Prerequisites

You have sufficient programming knowledge and knowledge of the WS-Trust 1.3 specification to
create a cancel request.
Procedure

1. Create an application capable of generating a cancel request either by including a token reference
or the token itself.
The application must provide proof of possession of the public key of the certificate to cancel. For
example, signing the message with the public key.
2. Configure any trust required between the system hosting the cancel request application and
the system hosting the STS.
Recommendation

Use Secure Sockets Layer (SSL) to protect the communication between the systems.
3. Issue requests.
The cancel request application can send the request to any STS endpoint.
Result

When the STS accepts the request it adds the serial number of the certificate to certificate revocation
list of the STS. If enabled, the STS stores the revoked certificate in the keystore view for revoked
certificates.
More Information

n Configuring Security Tokens [page ]
n Configuring Certificate Revocation Lists [page 28]
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Example

Description

<Example>

Angle brackets indicate that you replace these words or characters with appropriate
entries to make entries in the system, for example, “Enter your <User Name>”.

Example
Example

Arrows separating the parts of a navigation path, for example, menu options

Example

Emphasized words or expressions

Example

Words or characters that you enter in the system exactly as they appear in the
documentation

http://www.sap.com

Textual cross-references to an internet address

/example

Quicklinks added to the internet address of a homepage to enable quick access to
specific content on the Web

123456

Hyperlink to an SAP Note, for example, SAP Note 123456

Example

n Words or characters quoted from the screen. These include field labels, screen titles,
pushbutton labels, menu names, and menu options.
n Cross-references to other documentation or published works

Example

n Output on the screen following a user action, for example, messages
n Source code or syntax quoted directly from a program
n File and directory names and their paths, names of variables and parameters, and
names of installation, upgrade, and database tools

EXAMPLE

Technical names of system objects. These include report names, program names,
transaction codes, database table names, and key concepts of a programming language
when they are surrounded by body text, for example, SELECT and INCLUDE

EXAMPLE

Keys on the keyboard
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Any Java™ Source Code delivered with this product is only to be used by SAP’s Support Services and may not be modified or
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